DATA AGREEMENT – IDENTIFIABLE DATA
This Data Agreement – Identifiable Data pursuant to IRB Waiver of Authorization (the “Agreement”) is made by and between 




(“Data Provider”) and 








 (“Data Recipient”). This Agreement is effective as of the date of the last signature below (“Effective Date”).

WHEREAS, Data Provider and Data Recipient are committed to compliance with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and regulation promulgated thereunder, as amended from time to time;

WHEREAS, as provided under HIPAA, specifically 45 C.F.R. §164.512(i), Data Provider is permitted to make available certain Protected Health Information in accordance with a Waiver of Authorization approved by a Privacy Board or Institutional Review Board action as the Privacy Board authorizing the disclosure of Protected Health Information for Research purposes; and

WHEREAS, Data Recipient desires for Data Provider to make available the Data (and/or Protected Health Information for the research Study identified below) and agrees to be bound by the terms and conditions of this Agreement; and

WHEREAS, Data Provider agrees to make available said Data, provided that Data Recipient obtains appropriate Institutional Review Board (“IRB”) approvals and waivers of patient authorization and further agrees to abide by the terms and conditions of this Agreement as well as applicable federal and Indiana state laws, and Data Provider’s policies.
NOW, THEREFORE, in consideration of the mutual covenants and promises hereinafter set forth, the parties hereto agree as follows:

1.
DEFINITIONS
Except as otherwise defined herein, any and all capitalized terms in this Agreement shall have the definitions set forth in HIPAA.
“Data” shall mean the data provided by Data Provider to Data Recipient as outlined in the IRB protocol for the Study. 

“Study” shall mean the following research project: 



















[insert Research Study/Study Title], IRB Number 




 [insert IRB assigned study number] with the Principal Investigator, 




 [insert name of Principal Investigator].
(Documented IRB Waiver of Authorization (required to attach)

IF AN IRB WAIVER OF AUTHORIZATION IS NOT ATTACHED, THE REQUESTED DATA UNDER THIS AGREEMENT WILL NOT BE PROVIDED unless a signed patient Authorization directing release of the Data accompanies the request.
2.
DATA TO BE PROVIDED BY DATA PROVIDER 

Data Recipient shall list the specific data elements requested on Exhibit A attached hereto. The Data provided pursuant to this Agreement contains Data obtained or created by Data Provider related to the Study. The parties acknowledge that the Data contains Protected Health Information and is subject to the applicable requirements of HIPAA.

Data Provider will provide the Data to the Data Recipient in a secure manner (e.g. secure and encrypted file share such as IU Box Health) in accordance with HIPAA, and as such, Data Recipient shall not directly access Data Provider’s electronic medical record for the Data unless otherwise approved in writing by Data Provider.
The Data delivered pursuant to this Agreement is understood to be provided “AS IS.” DATA PROVIDER MAKES NO REPRESENTATIONS AND EXTENDS NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, PERTAINING TO THE DATA.

3. PERMITTED USES AND DISCLOSURES
a. Data Recipient agrees to utilize the Data solely for the purpose of Research associated with the Study in accordance with the IRB Waiver of Authorization and/or signed patient Authorization (“Authorized Purposes”) and for no other purposes.  
b. Data Recipient agrees that the Data will be used solely to conduct the Study and solely by Data Recipient and Data Recipient’s principal investigator/project lead, research/project team, data managers, biostatisticians and/or other individuals who will assist in analyzing the data (“Data Recipient Personnel”) that have a need to use, or provide a service in respect of, the data in connection with the Study and who agree to be bound by the same restrictions, terms and conditions that apply to Data Recipient pursuant to this Agreement (collectively, “Authorized Persons”). The above referenced principal investigator shall maintain a list of all Authorized Persons who have accessed the Data as provided under this Agreement. 
c. Data Provider agrees that the Data provided to Data Recipient may be aggregated with the data of other Covered Entities for this Study.  

4. PUBLICATION 


a. In any publication about the Study, Data Provider will be acknowledged for its participation. Other than acknowledgment, Data Provider will not be specifically mentioned in the publication without the written permission of Data Provider.

b. Data Provider and the Covered Entities on whose behalf Data Provider provides the data (as a Business Associate to Covered Entities) will not be compared in any identifiable way to other participating health care providers or institutions.  
c. Data Provider agrees that De-Identified Data (de-identified in accordance with 45 C.F.R. §164.514) and/or aggregated data may be used by Data Recipient in publications regarding the Study.  
d. Data Recipient agrees that it will not identify the Covered Entities on whose behalf Data Provider provides the Data (when acting as a Business Associate to Covered Entities) in any publications without the approval of the Covered Entity.
5. ADDITIONAL ASSURANCES BY DATA RECIPIENT

a. Data Recipient shall not use or further disclose the Data other than as permitted by this Agreement or as otherwise Required by Law.

b. Data Recipient shall comply with HIPAA and all applicable laws, rules and regulations governing the privacy and security of Protected Health Information, as may be amended from time to time. Data Recipient shall use appropriate safeguards to prevent use or disclosure of the Data other than as permitted by this Agreement; including, but not limited to, encrypting the data when in storage, in transit and at rest such that it meets the requirements of the “Guidance to Render Unsecured Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals” issued by the Department of Health and Human Services as updated. 
c. Data Recipient shall ensure the Data is stored behind a firewall and commensurate network security protection, including intrusion detection and prevention systems.  Data Recipient shall also ensure the Data is not downloaded to or stored on laptops, tablets, cell phones, desktops or other end user devices.

d. Data Recipient shall promptly notify Data Provider within two (2) business days of any use or disclosure of any data within the Data not provided for by this Agreement of which Data Recipient becomes aware, including the presence of Protected Health Information not associated with the Study in the Data.
e. Data Recipient shall ensure that Authorized Persons to whom it provides the Data agree to the same restrictions and conditions that apply to the Data Recipient with respect to such information.
f. Unless specifically permitted by the IRB and/or patient consent, Data Recipient shall not contact the individuals whose information is contained within the Data (except for the provision of routine patient care if the individual is their patient.)
6. BREACH AND TERMINATION

a. The term of this Agreement shall commence upon the Effective Date and shall continue as long as Data Recipient retains the Data, unless otherwise terminated as provided herein. In the event that Data Recipient breaches this Agreement, Data Provider, at its sole discretion, may:  i) terminate this Agreement upon written notice to Data Recipient, or ii) request that Data Recipient, to the satisfaction of Data Provider, take appropriate steps to cure such breach.  If Data Recipient fails to cure such breach to Data Provider's satisfaction or within thirty (30) days of notice of the breach, Data Provider may terminate this Agreement upon written notice to Data Recipient.  
b. Should this Agreement be terminated for any reason, including, but not limited to Data Recipient’s decision to cease use of the Data, Data Recipient agrees: (i) to return all Data provided pursuant to this Agreement (including copies and/or information, results, analyses derived from the Data) to Data Provider, or (ii) to destroy all Data provided pursuant to this Agreement (including copies and/or information, results, analyses derived from the Data) in accordance with HIPAA. If requested by Data Provider, Data Recipient shall certify its satisfaction of the forgoing upon termination of this Agreement.
7. MISCELLANEOUS

a. Notices.   Any notice permitted or required as provided for herein shall be in writing and be deemed delivered if given to the respective party by hand delivery or by certified mail, return receipt to the contact and address as noted below unless either party shall otherwise designate its new address by written notice to the other party.

Notice to Data Provider shall be to:

[Institution]

Attention: [Name]

[Address]

[City, State, Zip]

[Phone]

[E-mail]

With a Copy to:

Attention: [Name]

[Address]

[City, State, Zip]

[Phone]

[E-mail]

Notice to Data Recipient shall be to:


[Institution]

Attention: [Name]

[Address]

[City, State, Zip]

[Phone]

[E-mail]

b. Governing Law.  This Agreement shall be governed by, and construed in accordance with, the laws of the State of Indiana, without regard to its choice of law rules.
c. No Third Party Beneficiaries.  There are no third party beneficiaries to this Agreement.  Nothing contained in this Agreement shall be construed to create any contractual or other rights on behalf of any individual whose protected health information is used or disclosed under this Agreement.
d. Indemnification. To the extent permitted by applicable Indiana law, Data Recipient agrees to indemnify and hold Data Provider harmless against all actions, claims, demands and liabilities, and against all loss, damage, costs and expenses, including reasonable attorneys’ fees, to the extent arising from of any breach of this Agreement by Data Recipient.
e. Survival.  The rights and obligations of Data Recipient set forth in Sections 3., 4. 5. and 7.d. shall survive the termination of this Agreement.
IN WITNESS WHEREOF, the parties have executed this Agreement effective as of the Effective Date.

DATA PROVIDER:




DATA RECIPIENT:

Name (print):





Name (print): 





Title: 






Title: 






Signature: 





Signature: 





Date: 






Date: 






READ & ACKNOWLEDGED:







Principal Investigator / Primary Contact
Name (print): 












Title: 













Signature: 












Date: 






Exhibit A

Data Recipient shall list below the specific data elements requested:
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